efecurity

Your Journey to the Gen
DFIR Era Starts Today!

Jess Garcia

@]3ssgarcia - jess.garcia@one-esecurity.com
Founder and CEO of One eSecurity =]
Senior SANS Instructor
www.ds4n6.io - Project leader

Y nu.ummﬁ .5 Nk

- . B b - . i II ry
" x: il _|.-I.-|h. n : F -, /f W :- 1..._--_-llm: ‘ [ N ¢
T IR SRS
PR : :. T i T
L o .,:1.'. - i : B v r:
. st St e 8 . S
WWW.0one-esecurity.cc ) men 4. Li'u

) - W -

- p
I ey, A aw :'l'
I =



(one) WhoAml

efecurity

Founder and CEO of One eSecurity +25 years of
experience in CybSec / DFIR

Global DFIR company for +17 years
WWW.0ne-esecurity.com

DS4NG6 Project Leader

nI4Ne www.ds4n6.io

. J_ess Garma % | Senior Instructor at SANS Institute for +¥2ars
jess.garcia@one -esecurity.com MN):
@j3ssgarcia
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(one)

efecurity

aidfir.io / ds4n6.io

DS4ANG Project

s

'O:ur Mission : Bring Data Sc.i'e'n‘c_e
& Artificial Intelligence  to the

~ fingerprints of the average

Forensicator and promote
advances in the field.

CHRYSALIS

o
it
DRISY

BEISYAY

\_
RSA _
I Conference
ds4né6.io S
/eve nts Hunting Stealth Adversaries with

Graphs & Al

RSAConference2022

San Francisco & Digital | June6-9

TRANSFORM

ODSC.WEST
RECONNECT

CHRYSALIS: Age of the Al-Enhanced
Threat Hunters &
Forensicators

—

Conference & Expo
Nov 16th — 18th, 2021

Digital Forensics &
Incident Response
Summit & Training

ds4n6.io/tools

DFIR

Eve Online

MY

Threat Hunting

Al Cybersecurity
Forum 2024

Insights from the Front Lines

/

Live Online (+4)
summiT: Oct 7-8
TRAINING: Oct 11-16

SANS DFIR
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(One) Generative Al i The Game Changer

é : . )
Generative Al : ML models that focus on creating new data
4 )
LLMs (Large Language Models) : GenAl models for natural language
processing tasks
(7N 4, .
> -,
Release of TransIormer architecture in Releqss ol GChatGRT)SS
paper fAAttention is AlIl You Needbo ReleaseofLLMPaLMs
2017 2018-19 2022 2023
Release of LLMs GPT-1 & GPT-2 m Release of Llama-1 & 2
Release of pretrained Transformer BERT s Release of Google Bard G

4 Release of ChatGPT -4 6
DS N6 www.one-esecurity.com | www.ds4n6.io



(%) The Art Of ASklng Remember é

PROMPT Engineering

Zero-Shot Prompt?

O .
() | Whereis California? ~ “y/
Tokeni zat|i OBEIEIeENe

A

GPT3.5
LLM GPT4

Gemini

Llama3

A

California is a state located
on the west coast of the US

1 https://platform.openai.com/tokenizer

2 https://www.promptingguide.ai

3 https://platform.openai.com/docs/models/

Few-Shot
Prompt?

RAG (Retrieval
Augmented
Generation)?

Ry

V ALLM has NO Memory
V Trained until a date
V Maximum PROMPT size3

NN

Classify the following text into neutral, negative, or positive.
Text: An exciting film that captivates from start to finish.
Sentiment : positive

Text: A masterpiece that will leave you spellbound.

Sentiment : 5

_/

\_ J

~
Use the following pieces of context to answer the question at the end.

Context : "Red Canary performed an analysis of emerging and

N

significant trends that weobv
intelligence reporting [ ...]

e en
n

Question: What 6re the main tactics o

Answer : V



https://platform.openai.com/tokenizer
https://www.promptingguide.ai/
https://platform.openai.com/docs/models/

(one) Interface with LLMs

e @ ® o
S & | 09
from langchain_openai import ChatOpenAl from llama_cpp import Llama LLAMA 2
messages = [{ messages = [
r a'bserd _ _ _ {'role' :'system/,

‘cont ewhteor e i s }California?b0 ' ¢ 0 n 1'Yowared@n expert in geography.'},

]
{'role' : 'user’,

lIm = ChatOpenAl( ‘content’ : 'Where is California?' }

openai_api_key = OPENAI_API_KEY, ]

temperature = 0.2,

model_name = ‘gpt-3.5-turbo’) lim = Llama(model_path = /mnt/llama-2-7b.bin’)
lIm.invoke(messages) lIm.create_chat_completion(messages)

W& Hugging Face
LangChain @

Build Apps with LLMs Interface with Llama LLMs OpenAl API Python lib. Build, Deploy & Train LLMs

8

https://langchain.com https://github.com/ggerganov/llama.cpp https://pypi.org/project/openai https://huggingface.co



https://github.com/ggerganov/llama.cpp
https://langchain.com/
https://pypi.org/project/openai
https://huggingface.co/

(ONe) LLMs & Cyber. Domain Knowledge

efecurity

Fine-Tuning RAG (Retrieval Augmented Generation)

EDR Query Syntax [ Usier Gy 7]
Forensic
Knowledge % </> @ CTI Reports

\ l / Retrieved -u . @ Vector DB
Context .
— Forensic Knowledge
Pre-trained m %

LLM LLAMA 3

V;

— EDR Query Syntax
PROMPT Eng.

—

— @ CTI Reports

Pre-trained m
Fmelz_-lj'hljlned LLAMA 3' LLM LLAMA 3 ‘&&

LangChain

https://langchain.com

https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in- 9
M4N6 generative-ai-applications-architecture-d54ca6d2achb8



https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in-generative-ai-applications-architecture-d54ca6d2acb8
https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in-generative-ai-applications-architecture-d54ca6d2acb8
https://langchain.com/

oNe) RAG (Retrieval Augmented Generation)

efecurity
. PREPARATION USAGE Whatore the mais

PDF Threat Actors in 20247

CTI-Report -
2024.pdf
Similarity l
Encoding Search A
CHUNKING s TOKENIZATION — N Retrieved Retrieve the 10 most

relevant chunks
Context

A

Vector DB
| | PROMPT

OpenAl's large language models (sometimes
referred to as GPT's) process text using
tokens, which are common sequences of Usthe end.
characters found in a set of text. The Context : ALI st of t o p rel at ed T

i ncludes: T1059.001 as the|r
[6109, 15836, 596, 3544, 4221, 4211, 320, . _ R .
57753, 14183, 311, 439, 480, 2898, 596, 8, (Z%Jzelf,t)'on' What ore the mail n tacjt
1920, 1495, 1701, 11460, 11, 902, 527, 4279, ’
24630, 316, 5885, 1766, 304, 264, 743, 315, Answer e the following pieces of context to answer the

guestion at :

10
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(ONe) Example: LLMs & EDR Query Language

RAG (Retrieval Augmented Generation)

DESC_:RIBE Exe_ Table:
Schema of the DB e T
- path, TEXT \
. (s C o) bl A
. ELECT * FROM Exe Table
. . Show all binaries exec b =
Pairs of plain-text & || vser root g LY [Ae—— LLM WHERE binary =
. SELECT * FROM Exe_Table ' i wmi rvse. exeol AN
SQLqueneS NWHERE user = O6lroot GPT-3.5 éroofc“)
\ J
Show all instances of /
User query AWMI 0 | aunchled by the TeXt-tO-TeXt
user root

https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-

applying-ai-language-processing-to-cyber-defenses/
11
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https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-applying-ai-language-processing-to-cyber-defenses/
https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-applying-ai-language-processing-to-cyber-defenses/
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(f) LLMs - Threat Detection & Response

Rule Generation (YARA, Sigma)

©

Scripting / Task Automatization

4. . Process EDR/XDR Alerts
Gemini

Analyze Unstructured Data

>

N Meta Al Write Cybersecurity Reports

Write EDR/XDR Queries in Plain Text

Code Analysis / Reverse Engineering

DS4N6: Cybersecurity & ChatGPT - Multi -part Blog Post Series

' 13
M4N6 https://www.ds4n6.io/blog/24041601.html



https://www.ds4n6.io/blog/24041601.html

PS C:\Users  powershell.exe HERSS ="'JHZhciA9ICIIZWxsbywgRmOyZW5zalW
E nc

DEMO

ChatGPT for

https://www.youtube.com/w
atch?v=RzvEsnyjLeU

ChatGPT for

—~3 Coma Debes Utkzar La A En
lo Los Automatizac
U 100% ALAIA

\.US‘N" £) suserts 3 P A Comparte & Descgar K Cip - (B
i - M

Blue Teams - DS4N6

PLE= JOLNUAITCILVY ASDY WU RITIZY L VY LA VYINTNUOTYOY DS Yd ARILUTIVOS WU ML NILY == 12= 1l
omBase'+0x40+'String;$rhia=[TextE ncoding]:ASCIl.GetString([Convert]::$fz.Invoke($zk))iex

@ $rhia;""

ChatGPT ¢ nake mistakes. Check important info. g 14
M4N6 Www.one-esecurlty.com | www.ds4n6.io


https://www.youtube.com/watch?v=RzvEsnyjLeU
https://www.youtube.com/watch?v=RzvEsnyjLeU

efecurity

Analyze Unstructured Logs

Extrac the fields " | Source IP | Destination IP | Source Port | Destination Port | Source MAC |"
from the following syslog string. Put the data in a table.

""Tue Mar 04 15:57:06 2020: <14>Mar 4 15:53:03 BAR-NG-VF500 BAR-NG-
VF500/box_Firewall_Activity: Info BAR-NG-VF500 Remove:
type=FWD|proto=UDP]|srclF=ethl|srcIlP=192168.70.7|srcPort=35119|srcMAC=08:00:2T:da:d7
:9c|dstIP=8.8.8.8|dstPort=53|dstService=domain|dstlIF=ethOJrule=InternetAccess/:Restrict
Tim]info=Balanced Session Idle
Timeout|sreNAT=192168.70.7|dstNAT=8.8.8.8|duration=21132|count=1|receivedBytes=130|s
entBytes=62|receivedPackets=1|sentPackets=1|user=|protocol=|applicaticn=|target=|conte
nt=|urlcat ="

Do not code. Just show the table.

Save & Submit Cancel

Here's the table with the extracted fields from the syslog string:

35119

www.one-esecurity.com | www.ds4n6.io

https://github.com/tOfum4n/OpenAlLogParser

15


https://github.com/t0fum4n/OpenAILogParser

(one) Command Analyzer

efecurity

sophos/gpt3-and-
cybersecurity B

command = "reg.exe add hkcu\\software\\classes\\ms-settings\\shell\\open\\command\ e

/ve /d \"reg.exe save hklm\\sam C:\\Users\\Pcs\\AppData\\Local\\Temp\\sam.save\" i . R
tags = "win pc _reg dump sam,win pc suspicious reg open command" - ©
command to description(command, tags)
v/ 0.0s Python

description:

The command will create a registry value "command" under the registry key "hkcu\software\classes\ms-
settings\shell\open" and set its default value to "reg.exe save hklm\sam
C:\Users\Pcs\AppData\Local\Temp\sam.save". This default value will then be executed when the user clicks on
the Windows "Settings" icon. The command will add a value under the "reg.exe" key in the "open\command"

directory of the "ms-settings" key in the "HKCU" hive. The value data is "reg.exe save hklm\sam
C:\Users\Pcs\AppData\Local\Temp\sam.save".

baseline description:
The command will attempt to dump the SAM registry hive to the specified path.

https://github.com/sophos/gpt3-and-cybersecurity

16
M4N6 www.one-esecurity.com | www.ds4n6.io



https://github.com/sophos/gpt3-and-cybersecurity

YARA / SIGMA Rule Generation

efecurity

Could you help me to write a YARA rule? | am trying to detect DBatLoader which has the
following features:

- it is a Windows executable

- its file size is less than SO00KB

- it contains the following strings ("FPUMaskValue", "SOFTWARE\\Borland\\Delphi\\RTL",
"Delphi Component™)

How | can write a YARA rule that accurately identifies this malware?

Certainly, | can help you write a YARA rule to detect the DBatLoader malware based on the
specified characteristics. YARA rules are used to identify patterns in files, and you've
provided some key features that can be used in the rule. Here's a YARA rule that should

match your criteria:

Ej Copy code

rule Detect_DBatlLoader {

meta:
description = "YARA rule to detect DBatLoader malware"
author = "Your Name"

strings:
$stringl = "FPUMaskValue"
$string2 = "SOFTWARE\\Borland\\Delphi\\RTL"
$string3 = "Delphi Component"

condition:
uintl6(0) == O=5A4D and filesize < 500KB and

(all of ($stxring*)) // Ensure all three strings are present

<yaml>
detect mimikatz activity
Detects activity related to Mimikatz credential dumping
Your Name
2023-11-22
experimental

windows
security

4673

4688

"'#¥\\mimikatz.exe' in commandline or '*\\sekurlsa.dll'
high

attack.credential access
attack.t1003

Legitimate use of tools similar to Mimikatz
Scheduled tasks or scripts
</yaml>

Act as a cybersecurity expert. Write a Sigma rule to detect Mimikatz activity

www.one-esecurity.com | www.ds4n6.io




ohe Code Analysis

efecurity

MA Rewrite the following Python code to protect it against SQL injection.
import sqlite3
# User input
user_input =", DROP TABLE users; --"

conn = sqlite3.connect("example.db")

cursor = conn.cursor()

cursor.execute("SELECT * FROM products WHERE name =" + user_input + ™)
results = cursor.fetchall()

conn.close() "

</ DDoS attacks />
</ XSS testing />
</ SQL Injection />
</ Code Bugs />
</ CSRF attacks />

M4N6 www.one-esecurity.com | www.ds4n6.io

To protect the given Python code against SQL injection, you should use parameterized
queries instead of directly inserting user input into the SQL query string. Here's the code

with the necessary changes:

python (7] Copy code

sqlite3

user_input =

conn = sqlite3.connect(

CUrsor = conn.cursor()

cursor.execute( , (user_input,))

results = cursor.fetchall()

conn.close()

18




ohe Write Reports

efecurity

A
g |nvestigativeNotes.txt

Incident Overview
g Report Date: 2024-01-25
. C h atG PT Incident Date: 2024-01-01 to 2024-01-07

o Gemini TR
LLAMA 3

Customer: [Customer Name]

Executive Summary

This report provides a detailed analysis of a:
01-01 and 2024-01-07. The incident began w

nnnnn ivatimm and raciiléad in . .nauthorized al

Settings outlines the

& General Chat history & training

Save new chats on this browser to your history and allow them to be used to
improve our models. Unsaved chats will be deleted from our systems within
30 days. This setting does not sync across browsers or devices. Learn more

£ Data controls

https://openai.com/blog/new-ways-to-manage-your-data-in-chatgpt

Security Incident Investigation Report

Timeline of Events

The following timeline provides a chronological overview of key events during the incident:

2024-01-01 Phishing email campaign received.

2024-01-02
00:20:07

2024-01-02

2024-01-02

2024-01-03
12:46:32

Initial successful login through VPN by user 'bob’ on ‘wrkstnQ'.

Download and execution of Mimikatz tool.

Privilege escalation; unauthorized access to administrator account 'admt' in
segment 101.0.0/16.

Lateral movements observed:


https://openai.com/blog/new-ways-to-manage-your-data-in-chatgpt

efecurity

LLM Agents
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(one) More than a

. ChatGPT e
G

emini
9 Bing

ChatGPT
running

LLAMA 3 Python code

AN | searching on
LangChain the internet

Al Agents

LLMs

@ Hugging Face

TransforVl=ls
@OpenAI
API

Copilot

PROMPT ENG.

PurpleAl querying
| Llamalndex SentinelOne
Data Lake

Tokens

21
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(one) What is a Copilot?

efecurity

Al-powered tool that integrates Generative Al capabilities to augment

and assist people in performing tasks more efficiently.

e T

MS 365 Copilot REEOISSHOR A

Programming Office Productivity Photo Editing Cybersecurity

22
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|l t' s not MAgenmtsc ,

An Agent is an orchestrator that coordinates Data Sources , LLMs and Tools .

(A )
O Plan a trip to Thailand in the Action : | ywll use the tool Google Calendar to check your
_ _ Y free days in the summer.

Summer. Invite my friend Paul Observation : you are free the last two weeks of July, so
expect lots of sunshine and warm weather, perfect for
enjoying the beaches and outdoor activities.

Task Output
. Action : | will now look for places to see and things to do in
\ Thailand on those dates on the following Websites [...].
Any LLM / Observation : Here's a possible itinerary for a 2-week trip to
Any Tool Thailand this summer [...].
(7]
@ LLAMA 2 Fonarsiel [i Action : | will use MS Outlook to send the planning to your
G " A\ W A h friend Paul paul 86@outlook.com
emini /N pl:lt on \ Observation : Mail sent to Paul. [Finished chain] )
\Google Calendar)

https://www.langchain.com https://docs.llamaindex.ai

Any Data

23
M4N6 www.one-esecurity.com | www.ds4n6.io


mailto:paul_86@outlook.com
https://www.langchain.com/
https://docs.llamaindex.ai/

)

(Qne) ChatGPT Agent & Tools — i

(D & ChatGPT v

QUESTION —>
ANSWER <—

LLM

Al AGENT TOOLS |

cCe

@) OpenAl Web Browsers

ChatGPT , ‘

ChatGPT-40 lﬁ

ﬁlpandas

o (£

@ |Message ChatGPT

ChatGPT can make mistakes. Check important info.

description: use this tool for
searching information from
internet.

description: use this tool to
retrieve information from
internal documents.

description: use this tool to
execute python code.
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(ONe) How Forensicators & Hunters work today? = %

efecurity

s ..'f"'%‘- _\._ e "'.'

Seach in man _ _
CTI Team | CTI sources foyr |:> Create Threat |:> Design TH |:> Write EDR

Actors & TTPs Landscapes Hypotheses Hunt Queries
Confirm /
: Analyze : Analyze
TH Team Reporting <::| Results <:I Discard <::| Alerts
Hypotheses

e

Triage / Deep E:> Run Forensic E:> Analyze
Dives Tools Artifacts

IR Team

26
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| g_?_?gg&?cr;:gr » Create Threat ‘ Design TH Write EDR
| Landscapes Hypotheses Hunt Queries
Actors & TTPs

Confirm/
Discard « Analyze Alerts
Hypotheses

m4N6 www.one-esecurity.com | www.ds4n6.io

Role of the Human

-

Monitoring Al
outputs

Supervision. Refine
Al responses

Check that the
analysis is complete

/ Critical thinking

-

~

J

27



efecurity

Demo #2
LLM-Agents: Cyber
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(ON€) Demo #2: Cyber Threat Intelligence

I'm a large company within the Financial sector located at Switzerland. h / AI(_;LEn[’\IlT \
My environment has the following characteristics:
- IT team usually use PowerShell l
- Predominant 0S is Windows % ETDA API
- We do not use cloud services like Azure or AWS GPT4 :i,ﬁ’ POF @ python
Taking into account my environment, create threat hunting hypotheses I should consider. LLM vred@conary
- J Internal / External CTl Tools & APIs

CTI! Sources

Write custom
CTI Reports
from MITRE

Get Threat Gettop TTPs Write TH

Hypothesis

Correlate CTI
Data Sources

Actors from in 2024 from
ETDA RedCanary

X*ETDA red| W Jcanary @@ PTRAEE

29
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Demo #2: Setup LLM

///# IMPORTS \\\

import tools.aux as aux

efecurity

from typing import Type, Union, Dict

from langchain.tools import BaseTool

import os, requests, re, json, datetime

from langchain.agents import initialize agent

from langchain.pydantic vl import BaseModel, Field ‘////’
from langchain_community.vectorstores import FAISS

from langchain_community.document loaders import PyPDFLoader

from langchain_openai import OpenAl, ChatOpenAl, OpenAlEmbeddings @

sub_directory = os.getcwd()

Y D GPT-4
LLM redgcanary

Internal / External CTI Tools & APls
CTI Sources

(" # [LLM] ChatGPT R

gptd = ChatOpenAI(
openai_api_key=aux.0OPENAI API KEY,
temperature=8,
model namer'gpt-4-turbo’,

30

www.one-esecurity.com | www.ds4n6.io



Demo #2:. Setup Tools (1/4)

efecurity

# [TOOL] ETDA
# 1) The input schema for the tool. [ ETDA TOOl ]
desc = (
f"Use this tool to get a list of the main cyber threat actors affecting your company. "
t"To use the toel you must provide the sector of your company 'sector' and the country where it operates 'country'. "

f"select a sector from the list ['Aerospace’, 'Chemical', 'Construction', 'Defense’, "Education’, 'Embassies’, 'Energy', 'Financial', 'High-Tech", 'Government'
+"The tool returns a dictionary with the main actors and threat report links."

[ TOOL DESCRIPTION ]

# 2) The function to run.
class ETDAInput(BaseModel):

sector: str = Field(description = "Sector of your company")
country: str = Field(description = "Country where your company operates™)
class ETDATool(BaseTool): *’ ETDA
name = "ETDA"
description = desc .
args_schema: Type[BaseModel] = ETDAInput
redccnary
def read json file(self, file path):---
Internal / External CTl Tools & APls
def run(self, sector: str = None, country: str = None): [ TOOL CALLBACK ] CTI Sources
actors = {}

YY = [str(datetime.date.today().year), str(datetime.date.today().year-1), str{datetime.date.today().year-2)]

data = self. read json_file('./tools/ETDA/Threat Groups.json')
for actor in data['values']:

try:
if (country in actor['observed-countries']) and (sector in actor['observed-sectors']):
if (YY[@] in actor['operations'][-1]["'date']) or (¥Y[1] in actor['operations'][-1]["'date"']):
apt = actor['actor'].split(’,")[@]
actors[apt] = actor['mitre-attack']
except:

continue 31
return "Here is the dictionary with the main threat actors affecting your company: " + str{actors)

7 T



efecurity

Demo #2:. Setup Tools (2/4)

[ TTPs Tool ]

(# [ToOL] TTPs

# 1) The input schema for the tool. [ TOOL DESCRIPTION ]

desc = (

f"Use this tool to get a list of the top techniques used by cyber threat actors at the moment. ™
f"The tool does not need input parameters, so use "'

"

as input.
f'The tool returns a list with the main techniques used by cyber threar actors at present. E.g. ["T@e.@o1", "T299", ...]°

# 2) The function to run.
class TTPInput(BaseModel):
tool input: Union[str, Dict] = Field(description = "Empty input")

class TTPTool({BaseTool): l

name = "TTPs"
description = desc
args_schema: Type[BaseModel] = TTPInput

e

embeddings = OpenAlEmbeddings(openai_api_key=aux.0OPENAT_API_KEY) [ TOOL CALLBACK ]

# 1) Load Cyber Threat Intell.
faiss index = FAISS.load local("./tools/CTI/faiss_index", embeddings, allow dangerous deserialization=True)

# 2) Similarity Search.
docs = faiss_index.similarity_search{("list techniques of APT actors", k=5)

prompt = aux.PROMPT_@1.format(context=docs, query= aux.QUERY_CTI TPPS)
1lm = OpenAl(temperature=0, openail_api key=aux.OPENAI API KEY, model name="gpt-3.5-turbo-instruct™)
11m out = 1lm.invoke(prompt)

return "Here is the list with the most common techniques employed by APT actors currently:"+ str(llm_out)

PDF
def to args _and kwargs(self, tool input: Union[str, Dict] = None): redEcanury
return (), {}
Internal / External
def run(self, tool input: Union[str, Dict] = None): CTI Sources

CTI Tools & APIs
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Demo #2:. Setup Tools (3/4)

[ MITRE Tool ]

efecurity

(% [TOOL] Mitre

# 1) The input schema for the tool.

desc = (
f"Use this tool to generate a Cyber Threat Intelligence report with the threats affecting your company.
f"To use the tool you should provide a dictionary of cyber threat actors 'actors' and a list with the most common tactics they use 'tactics®.
f"Before run this tool, make sure you collect both the dictionary of threat actors and the list of techniques. "

f"The tool returns a Cyber Threat Intelligence report in string format.”

) [ TOOL DESCRIPTION ]
# 2) The function to run.
class MitreInput(BaseModel):

actors: dict = Field(description = "Dictionary of cyber threat actors"}

tactics: list = Field(description = "List with most common tactics of threat actors™)

class MitreTool(BaseTool):

MITRE ‘ ATT&CK
API

name = "Mitre"
description = desc
args_schema: Type[BaseModel] = MitreInput

redccnclry \ J

CTI Tools & APIs

def read json(self, url):--

def remove urls(self, text):--

def remove citacions(self, text):--

def get data(self, json_data, ttp list, cti report): -

def run(self, actors: dict = MNone, tactics: list = None):
cti_report = []
for key in actor‘s:l [ TOOL CALLBACK ]
id = actors[key][@].split('/")[-2]
url = actors[key][8] + id + '-enterprise-layer.json’
json_data = self. read json(url)
if json_data:
cti_report = self. get data(json_data, tactics, cti_report) 23:3
return "Here is the Cyber Threat Intelligence report with the threats affecting your company: " + str(cti_report)




Demo #2:. Setup Tools (4/4)

efecurity

-~
# [TOOL] THypothesis

| THypothesis Tool ]
# 1) The input schema for the tool. [ TOOL DESCRIPTION ]
desc = (

f"Use this tool to generate threat hunting hypotheses from a threat intelligence report generated with 'Mitre' tool and a list with features of my environment. "
f"To use the tool you must provide a threat intelligence report in string format 'report', and a list with features of my environment ‘env'. "

ft"Before run this tool, make sure you previously generated the CTI report with 'Mitre' tool and extracted the list of features from my environment. "
f"The tool returns a list with the threat hunting hypothesis.”

# 2) The function to run.

class THypothesisInput{BaseModel):
report: str = Field(description = "Cyber threat intelligence report") ‘\\\‘
env: list = Field(description = "List of features about my environment™)

-

class THypothesisTool(BaseTool):
name = "THypothesis"
description = desc
args_schema: Type[BaseModel] = THypothesisInput

[ TOOL CALLBACK ] redconary \_
def run(self, report: str = None, env: list = None): -

@ python

J

prompt = aux.PROMPT_CTI_THYPO.format(context=report, env=env) CTI Tools &
1Im = ChatOpenAI(temperature=0, openai_api_key=aux.0OPENAI_API KEY, model name="gpt-4-turbo™)
1Im _out = 1lm.invoke(prompt)

return "Here are the Threat Hunting hypotheses for your environment: ™ + str(llm out.content)

www.one-esecurity.com | www.ds4n6.io

APls
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(one) Demo #2: Setup Agent

PUT IT ALL TOGETHER

: N
# [AGENT] Zero-Shot

tools|= [ETDATool(), TTPTocl(), MitreTool(), THypothesisTool()]

# Initialize agent with tools.

\
zero_shot_agent = initialize agent( MlTRE‘ATT&CK”
agent = "structured-chat-zero-shot-react-description”, x-ETDA i AP
_ GPT-4 ~
tools = tools, = PDF @ python
= PY

Ilm = gpt4, LLM red@cunury \_ )
verbose = True

’ CTl Tools & APlIs
s AbrreTE = o Internal / External

handle parsing errors = True, CTI Sources

J Y,

35
m4N6 www.one-esecurity.com | www.ds4n6.io



one Demo #2: Agent PROMPT .

efecurity

Respond to the human as helpfully and accurately as possible. You have access to the following tools:

ETDA: Use this tool to get a list of the main cyber threat actors affecting your company. To use the tool you must provide the sector of your company 'sector’ and the country where it
operates ‘country'. Select a sector from the list ['Aerospace’, 'Chemical’, 'Construction’, 'Defense’, 'Education’, 'Embassies’, 'Energy’, 'Financial’, 'High-Tech', 'Government', 'Healthcare', 'Law
enforcement”, '"Manufacturing', ‘Media', '0il and gas', 'Pharmaceutical’, 'Industrial’,'IT', 'Telecommunications', 'Transportation’, 'Think Tanks', 'Imagery', 'Retail’] The tool returns a
dictionary with the main actors and threat report links., args: {{'sector': {{'title': 'Sector', 'description': 'Sector of your company', 'type': 'string'l}}, 'country': {{'title":
"Country’, 'description’': 'Country where your company operates', "type': 'string'}}}}

TTPs: Use this tool to get a list of the top techniques used by cyber threat actors at the moment. The tool does not need input parameters, so use ' as input. The tool returns a list
with the main techniques used by cyber threar actors at present. E.g. ["Tee.eel", "T299", ...], args: {{'tool input': {{'title': 'Tool Input', ‘'description’': 'Empty input', ‘anyOf':
[{{'type': 'string'}}, {{'type': "object'}}1}}}}

Mitre: Use this tool to generate a Cyber Threat Intelligence report with the threats affecting your company. To use the tool you should provide a dictionary of cyber threat actors
‘actors' and a list with the most common tactics they use "tactics'. Before run this tool, make sure you collect both the dictiocnary of threat actors and the list of technigues. The tool
returns a Cyber Threat Intelligence report in string format., args: {{'actors': {{'title': 'Actors', 'descriptic tics':
J{'title": "Tactics', 'description’': 'List with most common tactics of threat actors', "type': 'array', 'items': Follow this format:

THypothesis: Use this tool to generate threat hunting hypotheses from a threat intelligence report generated wit . Lo . the tool
) . . . - . ) . Question: input question to answer

you must provide a threat intelligence report in string format 'report', and a list with features of my environm h h : . d b ed the

CTI report with 'Mitre' tool and extracted the list of features from my environment. The tool returns a list wit Thought: consider previous and subsequent steps eport’,

'description': 'Cyber threat intelligence report', "type': 'string'}}, 'env': {{'title': 'Env', 'description': ' Action: {3

Use a json blob to specify a tool by providing an action key (tool name) and an action_input key (tool input). $JSON_BLOB

Valid "action" values: "Final Answer" or ETDA, TTPs, Mitre, THypothesis .
Observation: action result

Provide only ONE action per $JSON_BLOB, as shown: ... (repeat Thought/Action/Observation N times)
Thought: T know what to respond

Action:
{{ e
"action™: $TOOL_NAME,
"action_input": $INPUT " . .
1 "action™: "Final Answer",
- "action_input": "Final response to human™

1}

DS4N6 %



DemO #2 J.upyter 1
e’

LLM-Agents: Cyber Threat Intelligence

DS4N6

E u

https://www.youtube.com/@ds4n668/videos

cti_demo.mp4

37
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(one) CTI - Demo (1/7)
h: "~ ~N

Considering the current threat actors operating in my

O region and the latest cyber intelligence reports, 7
) create Threat Hunting hypotheses that | should
consider for my environment.

J

GenAl Output

A 4

LLgl\?Az ) l N fmaI@dia

Y i €& %XETDA |
Gemini A\ o~ o MITRE ‘ ATAT\BF;CIK
=
LLM \ red canary y \Go gle = pthhOﬂj

CTI Tools & APIs
Internal / External

CTI Sources K /
. . 38
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(one) CTI - Demo (2/7)

Considering the current threat actors operating in my /Action_i First, | will get from ETDA the main threat actors
O region and the latest cyber intelligence reports, 7 operating in Swiss & Financial sector.

) create Threat Hunting hypotheses that | should
consider for my environment.

GenAl Output

A 4

LLI?I\?AZ
Gemini A\

| - —
mal 1a

—— pedia (G

(._{g x-ETDA MITRE | ATT8CK’

= - AP

@o gle @ python)

red canary

CTI Tools & APIs
Internal / External

CTI Sources \ /
. . 39
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( efecurity )

CTIl - Demo (3/7)

Considering the current threat actors operating in my

O region and the latest cyber intelligence reports, 7
) create Threat Hunting hypotheses that | should

consider for my environment.

LLI?I\?AZ
Gemini A\

LLM

DS4N6

GenAl Output

fmale@dia \

MITRE ATT&CK'

API

i & xETDA
B i /
= \_/
N
red canary

\_

Internal / External
CTI Sources

@o gle @ python)

CTI Tools & APIs

A 4

/Action . First, | will get from ETDA the main threat actors
operating in Swiss & Financial sector.
Observation : This is the list of the main threat actor
players in the financial sector in Switzerland [é ].

&

\

40
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(one) CTI - Demo (4/7)

Considering the current threat actors operating in my /Action . First, | will get from ETDA the main threat actors
O region and the latest cyber intelligence reports, 7 operating in Swiss & Financial sector.

R create Threat Hunting hypotheses that | should Observation : This is the list of the main threat actor
consider for my environment. players in the financial sector in Switzerland [é ].

Action : | will search MITRE for the main TTPs of the threat
GenAl Output actors and contrast it with the main techniques and tools
used by the actors in 2024 [https://redcanary.com/threat-
detection-report/].

A 4

» - —
LLAMA 2 - l N mal@dla @
A & %ETDA |
Gemini A\ P _ MITRE_ATAT‘aFﬁ)CiK
= B
— @ puth
red canary \GO gle PY Onj

CTI Tools & APIs
Internal / External

CTI Sources \ /
. . 41
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(one) CTI - Demo (5/7)

Considering the current threat actors operating in my /Action . First, | will get from ETDA the main threat actors
O region and the latest cyber intelligence reports, 7 operating in Swiss & Financial sector.

R create Threat Hunting hypotheses that | should Observation : This is the list of the main threat actor
consider for my environment. players in the financial sector in Switzerland [é ].

Action : | will search MITRE for the main TTPs of the threat
GenAl Output actors and contrast it with the main techniques and tools
used by the actors in 2024 [https://redcanary.com/threat-
detection-report/].

Observation : Here you will find a detailed cyber threat
report about major players and their TTPs tailored for your

A 4

x environment [é ].
LLAMA 2
4 . x-ETDA
Gemini A\ -
§ 2
LLM | e eonary Google @ python)

CTI Tools & APIs
Internal / External

CTI Sources \ /
. . 42
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(one) CTI - Demo (6/7)

Considering the current threat actors operating in my /Action . First, | will get from ETDA the main threat actors
O region and the latest cyber intelligence reports, 7 operating in Swiss & Financial sector.

R create Threat Hunting hypotheses that | should Observation : This is the list of the main threat actor
consider for my environment. players in the financial sector in Switzerland [é ].

Action : | will search MITRE for the main TTPs of the threat
GenAl Output actors and contrast it with the main techniques and tools
used by the actors in 2024 [https://redcanary.com/threat-
detection-report/].

Observation : Here you will find a detailed cyber threat
report about major players and their TTPs tailored for your

A 4

s l (mal 13 3 environment [é ].
LLAMA 2
B | .
Gerﬁini A\ ,.-«g *ETDA MITRE | ATT3cK Action : | will use ChatGPT4 to write hunting hypotheses of
= :\{j __API possible threats affecting your company. | will use the
red cm::'; @o gle (o pgthoD gilev\ﬂgﬁfn gr-:-tI_ report and a list with the main features of your

CTI Tools & APIs
Internal / External

CTI Sources \ /
. . 43
www.one-esecurity.com | www.ds4n6.io




(one) CTI - Demo (7/7)

Considering the current threat actors operating in my /Action . First, | will get from ETDA the main threat actors
O region and the latest cyber intelligence reports, 7 operating in Swiss & Financial sector.

R create Threat Hunting hypotheses that | should Observation : This is the list of the main threat actor
consider for my environment. players in the financial sector in Switzerland [é ].

Action : | will search MITRE for the main TTPs of the threat
GenAl Output actors and contrast it with the main techniques and tools
used by the actors in 2024 [https://redcanary.com/threat-
detection-report/].

Observation : Here you will find a detailed cyber threat
report about major players and their TTPs tailored for your
environment [é ].

\ 4

LLEI\?A 2

+ : y . ] . . .
.t : A MITRE | ATT&CK Action : | will use ChatGPT4 to write hunting hypotheses of
Gemini A\ ‘ API possible threats affecting your company. | will use the

le @ python previous CTI report and a list with the main features of your
LLM red| W_|canary D @0 gie « py "/ environment.

Observation : Following is a list of TH hypotheses you
Internal / External CTl Tools & APIs should consider to identify potential threats in your

CTI Sources \organlzatlon [é ]. j

DS4N6 CREATE UNIQUE WORKFLOWS DEPENDING ON THE TASK 44




.I. -|I'| 1

(Qne) CTI Team Transformation

Monitor open-source (OSINT) sources
é Correlate different CTI sources
tm Custom cyber threat intelligence reports
Create threat landscapes

Generate hunting hypotheses
Documentation GenAl

Analyst Monitor Al outputs
Verify information and check inconsistencies

Refine threat hypotheses
Supervise and guide Al workflows
Check if the analysis is complete

Critical thinking (add or remove data)

45
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(one) Demo #3: Threat Hunting

LLM
g AGENT NNy
Hunt for threats based on the following hypothesis: A malitious actor may @ 9)
attempt to use encoded PowerShell scripts to download and install malware. Q
GPT-4 DS4N6  velociraptor
Security API
LLM Copilot
TH Tools

Data Sources

Evaluate the
Hypothesis &
Report

Search in Create Hunts Search for

anomalies with
Security Copilot

Velociraptor through
Documentation Velociraptor API

PN .
Velociraptor DS4N6 Security

API Copilot

47
M4N6 www.one-esecurity.com | www.ds4n6.io

Doc.



Demo #3: Setup LLM

///# IMPORTS \\\

import tools.aux as aux

efecurity

from typing import Type, Union, Dict

from langchain.tools import BaseTool

import os, requests, re, json, datetime

from langchain.agents import initialize agent
from langchain.pydantic vl import BaseModel, Field

from langchain community.vectorstores import FAISS /

from langchain_community.document loaders import PyPDFLoader

from langchain_openai import OpenAl, ChatOpenAl, OpenAlEmbeddings

sub_directory = os.getcwd() @ V]
NS / GPT-4 v
4 # [LLM] ChatGPT h LLM

gptd = ChatOpenAI(
openai_api_key=aux.0OPENAI API KEY,
temperature=8,
model namer'gpt-4-turbo’,

48
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efecurity

/

# [TOOL] VelociDoc

[ VelociDoc Tool |

from flashtext import KeywordProcessor

# 1) The input schema for the tool. [ TOOL DESCRIPTION ]

desc = (
t"Use this tool to get a list of the most affine Velociraptor modules for your task. "
f"The tool has one input parameter 'task' to provide a brief description of the activity you want to perform. "
+"The tool returns a list with the most suitable modules in Velociraptor for your task."

# 2) The function to run.
class VelociDocInput(BaseModel):
task: str = Field{(description = "Decription of your task™)

class VelociDoc(BaseTool):
name = "VelociDoc"
description = desc
args_schema: Type[BaseModel] = VelociDocInput

def run(self, task: str = None):
veloci _modules = {}

[ TOOL CALLBACK ]

keyword processor = KeywordProcessor()
task = task.lower()
query = [word for word in task.split(' ') if word not in aux.EN_WORDS]
keyword_processor.add_keywords_from_list(query)
for module in aux.VELOCI_MODULES:
it keyword processor.extract keywords(module):
mod = module.split(':")[@]
des = module.split(':"')[1] + "(SCORE: " + str(len(keyword_processor.extract_keywords(module))) + ")"
veloci_modules[mod] = des
return "Here are the most suitable modules in Velociraptor and its description: " + str{veloci_modules)

Demo #3: Setup Tools (1/3)

\

Da

l

Y

Doc.

ta Sources
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Demo #3: Setup Tools (2/3)

/# [TOOL] Velociraptor \

# 1) The input schema for the tool. [ VelOCIraptor TOOI ]

desc = (

efecurity

f"Use this tool to retrieve endpoint cybersecurity artifacts and information. "
£"To use the tool you must provide the Velociraptor module you want to run. "
f"The tool returns a Pandas dataset with the output of the query.”

) ‘\
[ TOOL DESCRIPTION ]

# 2) The function to run.

class VelociraptorInput(BaseModel}): (’— —‘\
module: str = Field(description="Velociraptor module to run") iﬁi}
class VelociraptorTool{BaseTool): : -‘;‘-
name = "Velociraptor" V Velocuaptor
description = desc AP'
args schema: Type[BaseModel] = VelociraptorInput \\_ Y,
def run(self, module: str = None): [ TOOL CALLBACK ] TH TOO'S
try:

gl = "SELECT hunt(description="My Hunt', artifacts=['{}']) from scope()".format(module)

resultl = subprocess.run{['pyvelociraptor', '--config', sub_directory+'/tools/Velociraptor/api.config.yaml', gl],
resl = list(eval(resultl.stdout.split('\n")[4])[@].values())

huntId = resi[@][ "HuntId']

artifact = resl[@][ 'Request’]['artifact sources'][@]

time.sleep(6@)

g2 = "SELECT * FROM hunt_results(hunt_id='{}', artifact="{}/")".format{huntId, artifact)
result?2 = subprocess.run{['pyvelociraptor', '--config', sub_directory+'/tools/Velociraptor/api.config.yaml', g2],
res2 = eval(result2.stdout.split('\n")[4])
df = pd.DataFrame(res2)
df.to_csv(sub_directory + "/tools/Velociraptor/veloci output.csv")
return "Module output in file: /tools/Velociraptor/veloci output.csv”
except Exception as e: 50

\\ return "Error: + e




ohe Demo #3: Setup Tools (3/3)

efecurity

# [TOOL] Copilot .
[ Copilot Tool |

from tools.Copilot.orchestrator import orchst

desc =

f"Use this tool to confirm or discard a threat hunting hypothesis. " \\\\‘

f"To use the tool you must provide two arguments:in”

" 1. The threat hunting hypothesis to evaluate.\n" /’7 )
} f 2. The dataset to analyze. [ TOOL DESCRIPTION ] @

DS4NG6

class CopilotInput(BaseModel): Security

hypothesis: str = Field(description="The Threat Hunting hypothesis.") \\kCOPHOt ‘/

dataset: str = Field(description="Path of the dataset to analize.")

TH Tools

class CopilotTool(BaseTool): [ TOOL CALLBACK ]
name = "Copilot™

description = desc
args_schema: Type[BaseModel] = CopilotInput

> def _chat_session(self, hypothesis, dset):--
> def _read_data(self, dataset): --
ve.1

def _run(self, hypothesis: str = None, dataset: str = None):
try:
dset = self. read data(dataset)
out = self. chat_session(hypothesis, dset)
return "Here is the result of the hypothesis:

GPT4N6: Hello! I'm your cybersecurity assistant. What can I help you?

+ out

except Exception as e: ES]_

return "Error: + e




( efecurity )

Demo #3: Setup Agent

PUT IT ALL TOGETHER

-

# [AGENT] Zero-Shot

tools

)

# initialize agent with tools.
zero_shot _agent = initialize agent( @
agent="structured-chat-zero-shot-react-description”,

= [VelociDoc(), VelociraptorTool(), CopilotTool()]

[

tools=tools,
11lm=gpt4,

] GPT-4

verbose=True,
max_iterations=6,
handle _parsing_errors=True,

DS4N6

www.one-esecurity.com | www.ds4n6.io

)
foi

Doc.

Data Sources
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DSANE o) ociraptor

Security
k Copilot API j

TH Tools
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(one) Demo #3 ,'@?;
—’

LLM-Agents: Threat Hunting

https://www.youtube.com/@ds4n668/videas

th_demo.mp4
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(one) TH - Demo (1/10)
4 a A N\

O Hunt for threats based on the next hypothesis: A
o malicious actor may attempt to use encoded 7

PowerShell scripts to download and install malware.
\_ J

GenAl Output

v

(N}  GPT-35 )

LLAMA 2 9\

- Y
Gemini A\ Velociraptor

ForenS|c @ Security API
LLM Knowledge \COpilOt (o pgthon)

\.
TH Tools

Internal / External

Data Sources \ j
. . 24
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(one) TH - Demo (2/10)

(" /Action - First, | will check the Velociraptor documentation to get\
O Hunt for threats based on the next hypothesis: A the most suitable Velociraptor modules for this task.

o malicious actor may attempt to use encoded V
PowerShell scripts to download and install malware.

\_

GenAl Output

v

LLAMA 2

Gel’ﬁlnl A\ \ Velociraptor

Security AP

ForenS|c @
@ Knowledge ~ \COpilOt (o pgthon)
\_

TH Tools

Internal / External

Data Sources \ /
. . 95
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( efecurity )

TH - Demo (3/10)

-
O Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded V
PowerShell scripts to download and install malware.

\_

GenAl Output

/Action - First, | will check the Velociraptor documentation to get\
the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use
the Velociraptor module Windows.System.PowerShell.PSReadline

o0 (" o1 )
2 GPT-3.5 rg\
‘.. v
Gemini A\ Velociraptor
Security AP
LLM \_ Copilot ¢ pgthon)
TH Tools

Internal / External
Data Sources

DS4N6

v

&
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(one) TH - Demo (4/10)

(" /Action - First, | will check the Velociraptor documentation to get\
O Hunt for threats based on the next hypothesis: A the most suitable Velociraptor modules for this task.
() | malicious actor may attempt to use encoded V/ Observation : To check the PowerShell activity, you could use
PowerShell scripts to download and install malware. the Velociraptor module Windows.System.PowerShell.PSReadline
.

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velocir r API.
GenAl Output P elocirapto

v

LLAMA 2

Gel’ﬁlnl A\ \ Velociraptor

Foren5|c @ Security API
@ Knowledge ~ \_ Copilot ~ ¢® pgthon)
\_

TH Tools

Internal / External

Data Sources \ /
. . o7
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( efecurity )

TH - Demo (5/10)

-

O Hunt for threats based on the next hypothesis: A
o malicious actor may attempt to use encoded V

\_

PowerShell scripts to download and install malware.

LLAMA 2

Gemini A\ \

ForenS|c @
Knowledge —

LLM

GenAl Output

\_

Internal / External
Data Sources

DS4N6

\Copnot A pgthon)
TH Tools

v

/Action - First, | will check the Velociraptor documentation to get\
the most suitable Velociraptor modules for this task.
Observation : To check the PowerShell activity, you could use
the Velociraptor module Windows.System.PowerShell.PSReadline

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

Observation : New hunt created. The output of the module is
on: ./analysis/ps_readline.csv file [é ].

& J
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(one) TH - Demo (6/10)

(" /Action - First, | will check the Velociraptor documentation to get\
O Hunt for threats based on the next hypothesis: A the most suitable Velociraptor modules for this task.
o malicious actor may attempt to use encoded 7 Observation : To check the PowerShell activity, you could use
PowerShell scripts to download and install malware. the Velociraptor module Windows.System.PowerShell.PSReadline
.

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

Observation : New hunt created. The output of the module is
on: ./analysis/ps_readline.csv file [é ].

GenAl Output

v

Action : Since ps_readline.csv is too large, | will run this

o9 (GPT-B 5 \ ) Python script to remove common entries of PS scripts used by
LLAMA 2 ' 9 your IT team for administration. Do you authorize the execution
. . M of the following script? [é ] (yes | no)
Gemini A\ \ Velociraptor
ForenS|c @ Security API
@ Knowledge ~ \_ Copilot ~ ¢® pgthon)
\_

TH Tools
Internal / External

Data Sources \ /
. . 59
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(one) TH - Demo (7/10)

/Action - First, | will check the Velociraptor documentation to get\

Hunt for threats based on the next hypothesis: A the most suitable Velociraptor modules for this task.
malicious actor may attempt to use encoded 7 Observation : To check the PowerShell activity, you could use
PowerShell scripts to download and install malware. the Velociraptor module Windows.System.PowerShell.PSReadline

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

GenAl Output Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é ].

v

Action : Since ps_readline.csv is too large, | will run this
(GPT-B 5 \ ) Python script to remove common entries of PS scripts used by
' 9 your IT team for administration. Do you authorize the execution

LLAMA 2

4 . E of the following script? [é ] (yes | no)
Gemini A\ \ Velociraptor User: yes
Foren5|c @ Security AP
LLM Knowledge ~ \_ Copilot ~ ¢® pgthon)
\_
TH Tools

Internal / External

Data Sources \ /
. . 60
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( efecurity )

TH - Demo (8/10)

-

O Hunt for threats based on the next hypothesis: A
) | malicious actor may attempt to use encoded Y/

\_

PowerShell scripts to download and install malware.

LLAMA 2

Gemini A\

LLM

DS4N6

o)

ForenS|c @
Knowledge —

GenAl Output

Security

\_

Internal / External
Data Sources

Copilot

TH

Velociraptor

I\ L)

Tools

v

/Action - First, | will check the Velociraptor documentation to get\
the most suitable Velociraptor modules for this task.
Observation : To check the PowerShell activity, you could use
the Velociraptor module Windows.System.PowerShell.PSReadline

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

Observation : New hunt created. The output of the module is
on: ./analysis/ps_readline.csv file [é ].

Action : Since ps_readline.csv is too large, | will run this
Python script to remove common entries of PS scripts used by
your IT team for administration. Do you authorize the execution
of the following script? [é ] (yes | no)

User: yes

Observation : new_ps_readline.csv created successfully [é ].

& J
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(one) TH - Demo (9/10)

-
O Hunt for threats based on the next hypothesis: A

) | malicious actor may attempt to use encoded Y/
PowerShell scripts to download and install malware.

\_

GenAl Output

LLAMA 2

Gel’ﬁlnl A\ \ Velociraptor

Foren5|c @ Security API
@ Knowledge ~ \_ Copilot ~ ¢® pgthon)
\_

TH Tools

Internal / External
Data Sources

m4N6 www.one-esecurity.com | www.ds4n6.io

v

/Action - First, | will check the Velociraptor documentation to get
the most suitable Velociraptor modules for this task.
Observation : To check the PowerShell activity, you could use
the Velociraptor module Windows.System.PowerShell.PSReadline

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

Observation : New hunt created. The output of the module is
on: ./analysis/ps_readline.csv file [é ].

Action : Since ps_readline.csv is too large, | will run this
Python script to remove common entries of PS scripts used by
your IT team for administration. Do you authorize the execution
of the following script? [é ] (yes | no)

User: yes

Observation : new_ps_readline.csv created successfully [é ].

Action : Now | can use Security Copilot tool for searching
encoded PowrShell scripts for download or install malware.

&

~

J
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( efecurity )

-
O Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded 7
PowerShell scripts to download and install malware.

\_

GenAl Output

TH - Demo (10/10)

09 Q) )

@ LLAMA 2 @

*o ° -
Gemini A\ \ lociraptor

Foren5|c @ Security API
LLM Knowledge ~ Copilot /¢® pgthonj

\_
TH Tools

Internal / External
Data Sources

DS4N6

v

/Action - First, | will check the Velociraptor documentation to get\
the most suitable Velociraptor modules for this task.
Observation : To check the PowerShell activity, you could use
the Velociraptor module Windows.System.PowerShell.PSReadline

Action : L e tst@rs creating a hunt with the module PSReadline
in Velociraptor. | will use the Velociraptor API.

Observation : New hunt created. The output of the module is
on: ./analysis/ps_readline.csv file [é ].

Action : Since ps_readline.csv is too large, | will run this
Python script to remove common entries of PS scripts used by
your IT team for administration. Do you authorize the execution
of the following script? [é ] (yes | no)

User: yes

Observation : new_ps_readline.csv created successfully [é ].

Action : Now | can use Security Copilot tool for searching
encoded PowrShell scripts for download or install malware.
Observation : The initial hypothesis is confirmed. The user

\c’admZéexecuted the following encoded PS script [€ ].

J
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o]

(Qne) TH Team Transformation

Write EDR/XDR queries, YARA rules
é Automate hunting campaings

tm Guide TH tasks, suggest next steps
Monitoring logs & analyze alerts
(o o o

Contextualize alerts for analysts
Documentation & reporting GenAl

Analyst Monitor Al outputs
Refine EDR/XDR queries

Supervise and guide Al workflows

Check if the analysis is complete

Monitor Al advanced capabilities (code execution)
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( efecurity )

Demo #4:. DFIR

[Search for suspicious executions on this computer‘]

GPT-4

Search in
Velociraptor
Documentation

Create Hunts
through

Velociraptor API

Velociraptor
API

LLM

Search for
Anomalies with

Security Copilot

DS4N6 Security
Copilot
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LLM

/ AGENT
|
9)

v

Doc.

Data Sources

Ask Human for
Next Steps

-

-
Human in
the Loop

B

8 %

-

[ =

DS4N6 Velociraptor yuman in

Security

Copilot API the Loop

Tools

Evaluate Results
& Report
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Demo #4: Setup LLM

///# IMPORTS \\\

import tools.aux as aux

efecurity

from typing import Type, Union, Dict

from langchain.tools import BaseTool

import os, requests, re, json, datetime

from langchain.agents import initialize agent

from langchain.pydantic vl import BaseModel, Field

from langchain_community.vectorstores import FAISS ‘////
from langchain_community.document loaders import PyPDFLoader

from langchain_openai import OpenAl, ChatOpenAl, OpenAlEmbeddings @

sub_directory = os.getcwd()
\\ // GPT-4 V

LLM

(" # [LLM] ChatGPT R

gptd = ChatOpenAI(
openai_api_key=aux.0OPENAI API KEY,
temperature=8,
model namer'gpt-4-turbo’,

67
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Demo #4:. Setup Tools (1/4

//7# [TOOL] VelociDoc N

from flashtext import KeywordProcessor [ \/E3|()(:I[)()(: -rt)()l ]

efecurity

# 1) The input schema for the tool. [ TOOL DESCRIPTION ]
desc = (
f"Use this tool to get a list of the most affine Velociraptor modules for your task. "
f"The tool has one input parameter 'task' to provide a brief description of the activity you want to perform. "
f"The tool returns a list with the most suitable modules in Velociraptor for your task.™

)

# 2) The function to run.
class VelociDocInput(BaseModel):
task: str = Field(description = "Decription of your task")

class VelociDoc(BaseTool}:

name = "VelociDoc" l
description = desc |
args_schema: Type[BaseModel] = VelociDocInput Q\ V
o

def run(self, task: str = None): [ TOOL CALLBACK ] @

veloci modules = {} Vi

keyword processor = KeywordProcessor() DOC.

task = task.lower()

guery = [word for word in task.split(' ') if word not in aux.EM_WORDS] Data Sources

keyword processor.add keywords from list{query)
for module in aux.VELOCI_MODULES2:
if keyword processor.extract keywords(module):
mod = module.split(':')[@]
des = module.split(":")[1] + "(SCORE: " + str(len(keyword processor.extract keywords(module))) + ")"
veloci_modules[mod] = des

return "Here are the most suitable modules in Velociraptor and its description:

+ str(veloci_modules)

www.one-esecurity.com | www.ds4n6.io



ohe Demo #4: Setup Tools (2/4)

efecurity

# [TOOL] Copilot

[ Copilot Tool |

from tools.Copilot.orchestrator import orchst

desc = (
f"Use this tool to analyze forensic artifacts from tools like Velocirator.
f"To use the tool you must provide two arguments:in"

£ 1. The hypothesis you are investigating.‘\n"
£ 2. The dataset to analyze."

) [ TOOL DESCRIPTION ]

class CopilotInput(BaseModel):
hypothesis: str = Field(description="The threat hypothesis.")
dataset: str = Field(description="Path of the dataset to analize.")

class CopilotToel(BaseTool):
name = "Copilot”
description = desc
args_schema: Type[BaseModel] = CopilotInput

> def chat_session(self, hypothesis, dset): .-

> def _read_data(self, dataset): .- [ TOOL CALLBACK ]

def run(self, hypothesis: str = Mone, dataset: str = None):
try:
dset = self._read_data(dataset)
out = self. chat session(hypothesis, dset)
return out + "\nNow you should ask the human for the next steps.”
except Exception as e:

return "Error: + e

DFTHNE

GPT4NG:

Hello!

I'm your cybersecurity assistant. What can I help you?
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