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Your Journey to the GenAI 
DFIR Era Starts Today!

Jess García
@j3ssgarcia - jess.garcia@one-esecurity.com

Founder and CEO of One eSecurity

Senior SANS Instructor

www.ds4n6.io - Project leader



www.one-esecurity.com | www.ds4n6.io
2

Senior Instructor at SANS Institute for +22 years

Founder and CEO of One eSecurity +25 years of 
experience in CybSec / DFIR

Global DFIR company for +17 years
www.one-esecurity.com

DS4N6 Project Leader
www.ds4n6.io

Jess Garcia
jess.garcia@one -esecurity.com

@j3ssgarcia 

WhoAmI
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DS4N6: The Road so Far
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CHRYSALIS HAMDaisy VM

Our Mission : Bring Data Science 

& Artificial Intelligence to the 

fingerprints of the average 

Forensicator and promote 

advances in the field.

DS4N6 Project
aidfir.io / ds4n6.io

ds4n6.io

/events
ds4n6.io/tools
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Generative AI: The 
Game Changer
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2017

Release of Transformer  architecture in 
paper ñAttention is All You Needò

2018-19

Release of LLMs GPT-1 & GPT-2       

                  Release of pretrained Transformer BERT

2022

Release of ChatGPT-3.5

Release of LLM PaLM

2023

Release of Llama -1 & 2

             Release of Google Bard

Release of ChatGPT-4

Generative AI ïThe Game Changer

Generative AI : ML models that focus on creating new data

LLMs (Large Language Models) : GenAI models for natural language 
processing tasks

3
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Where is California?

California is a state located 

on the west coast of the US

GPT-3.5

GPT-4

Gemini

Llama-3

LLM

WhereisCalifornia?Tokenizationĭ  Ÿ 

¹ https://platform.openai.com/tokenizer       

² https://www.promptingguide.ai

³ https://platform.openai.com/docs/models/  

Classify the following text into neutral, negative, or positive.

Text : An exciting film that captivates from start to finish.

Sentiment : positive

Text : A masterpiece that will leave you spellbound.

Sentiment :

Few-Shot 

Prompt²

Zero-Shot Prompt²

Rememberé

Use the following pieces of context to answer the question at the end.

Context : "Red Canary performed an analysis of emerging and 

significant trends that weôve encountered in confirmed threats, 

intelligence reporting [...]ñ

Question : Whatôre the main tactics of Threat Actors in 2024?

Answer : 

RAG (Retrieval 

Augmented 

Generation)²

The Art of Asking
V A LLM has NO Memory

V Trained  until a date

V Maximum PROMPT size ³

PROMPT Engineering

https://platform.openai.com/tokenizer
https://www.promptingguide.ai/
https://platform.openai.com/docs/models/
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Interface with LLMs

https://github.com/ggerganov/llama.cpp 

from langchain_openai import ChatOpenAI

messages = [{

    'roleô : 'user',

    'contentô : 'Where is California?ô }

]

llm = ChatOpenAI(               

    openai_api_key = OPENAI_API_KEY,

    temperature = 0.2,

    model_name = 'gpt-3.5-turbo' )

llm.invoke(messages)

from llama_cpp import Llama

messages = [

    { 'role' : 'system',

      'contentô : 'You are an expert in geography.' },

    { 'role' : 'user',

      'content' : 'Where is California?' }

]

llm = Llama(model_path = '/mnt/llama-2-7b.bin')

llm.create_chat_completion(messages)

https://langchain.com  https://pypi.org/project/openai  https://huggingface.co 

Cloud API Hosted

Build Apps with LLMs Interface with Llama LLMs OpenAI API Python lib. Build, Deploy & Train LLMs

https://github.com/ggerganov/llama.cpp
https://langchain.com/
https://pypi.org/project/openai
https://huggingface.co/
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Pre-trained 

LLM

Fine-Tuning RAG (Retrieval Augmented Generation)

Fine-Tuned 

LLM

Forensic

Knowledge

EDR Query Syntax

CTI Reports

'
Pre-trained 

LLM

Vector DBRetrieved 
Context

PROMPT Eng.

User Query

https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in-

generative-ai-applications-architecture-d54ca6d2acb8 

LLMs & Cyber. Domain Knowledge 

https://langchain.com  

3

33

Forensic Knowledge

EDR Query Syntax

CTI Reports

https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in-generative-ai-applications-architecture-d54ca6d2acb8
https://harsha-srivatsa.medium.com/fine-tuning-versus-rag-in-generative-ai-applications-architecture-d54ca6d2acb8
https://langchain.com/
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RAG (Retrieval Augmented Generation)

PREPARATION USAGE

Vector DB

TOKENIZATIONCHUNKING Retrieved 
Context

Whatôre the main tactics of 

Threat Actors in 2024?

PROMPT

CTI-Report -

2024.pdf

Similarity 
Search

Usthe end.

Context: ñList of top related TTPs in 2024 by sector 
includes: T1059.001 as the most prevalent technique [...]ò

Question : Whatôre the main tactics of Threat Actors in 
2024?

Answer e the following pieces of context to answer the 
question at : 

Retrieve the 10 most 
relevant chunks

Encoding



www.one-esecurity.com | www.ds4n6.io
11

Schema of the DB

Pairs of plain-text & 

SQL queries

User query

RAG (Retrieval Augmented Generation)

PROMPT

DESCRIBE Exe_Table:

    - binary, TEXT 

    - user, TEXT

    - path, TEXT

Show all binaries exec by 

user root.

SELECT * FROM Exe_Table 

WHERE user = órootô 

Show all instances of 

ñWMIò launched by the 

user root

LLM

GPT-3.5

SELECT * FROM Exe_Table 

WHERE binary = 

ñwmiprvse.exeò AND user = 

órootô

Text-to-Text

Example: LLMs & EDR Query Language 

https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-

applying-ai-language-processing-to-cyber-defenses/

https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-applying-ai-language-processing-to-cyber-defenses/
https://news.sophos.com/en-us/2023/03/16/gpt-for-you-and-me-applying-ai-language-processing-to-cyber-defenses/


www.one-esecurity.com | www.ds4n6.io
12

LLMs for Threat 
Detection & Response
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Rule Generation (YARA, Sigma)

Scripting / Task Automatization

Code Analysis / Reverse Engineering

Write EDR/XDR Queries in Plain Text

Analyze Unstructured Data

Write Cybersecurity Reports

Process EDR/XDR Alerts

LLMs - Threat Detection & Response 

https://www.ds4n6.io/blog/24041601.html 

DS4N6: Cybersecurity & ChatGPT - Multi -part Blog Post Series 

https://www.ds4n6.io/blog/24041601.html
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Demo #1: ChatGPT & DFIR Knowledge

https://www.youtube.com/w

atch?v=RzvEsnyjLeU 

Learn new use cases on DS4N6's Youtube channel  

https://www.youtube.com/watch?v=RzvEsnyjLeU
https://www.youtube.com/watch?v=RzvEsnyjLeU
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https://github.com/t0fum4n/OpenAILogParser

Analyze Unstructured Logs

https://github.com/t0fum4n/OpenAILogParser
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https://github.com/sophos/gpt3-and-cybersecurity

Command Analyzer

https://github.com/sophos/gpt3-and-cybersecurity
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YARA / SIGMA Rule Generation
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</ DDoS attacks />

</ XSS testing />

</ SQL Injection />

</ Code Bugs />

</ CSRF attacks />

Code Analysis
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Write Reports

InvestigativeNotes.txt

https://openai.com/blog/new-ways-to-manage-your-data-in-chatgpt  

3

https://openai.com/blog/new-ways-to-manage-your-data-in-chatgpt
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LLM Agents
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More than a Chat Bot é

ChatGPT

running

Python code

searching on

the internet

PurpleAI querying

Data Lake

PROMPT ENG.

LLMs AI Agents

Copilot Tokens

Transfor mer
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What is a Copilot?

MS 365 Copilot

Programming Office Productivity Photo Editing Cybersecurity

AI-powered tool that integrates Generative AI capabilities to augment 

and assist people in performing tasks more efficiently.
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An Agent is an orchestrator that coordinates Data Sources , LLMs and Tools .

LLM 

AGENTAny LLM Any Tool

Any Data

Task Output

Plan a trip to Thailand in the 

Summer. Invite my friend Paul 

Action : I will use the tool Google Calendar to check your

free days in the summer.

Observation : you are free the last two weeks of July, so

expect lots of sunshine and warm weather, perfect for

enjoying the beaches and outdoor activities.

Action : I will now look for places to see and things to do in

Thailand on those dates on the following Websites [...].

Observation : Here's a possible itinerary for a 2-week trip to

Thailand this summer [...].

Action : I will use MS Outlook to send the planning to your

friend Paul paul_86@outlook.com

Observation : Mail sent to Paul. [Finished chain]

https://www.langchain.com   https://docs.llamaindex.ai 

It's not Magic, Theyôre Agents

mailto:paul_86@outlook.com
https://www.langchain.com/
https://docs.llamaindex.ai/
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ChatGPT Agent & Tools

RAG

Web Browsers

TOOLSAI AGENT

LLM

QUESTION

ANSWER

description: use this tool for 

searching information from 

internet.

description: use this tool to 

retrieve information from 

internal documents.

description: use this tool to 

execute python code.
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DFIR Workflows
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Seach in many 

CTI sources for 

Actors & TTPs

Confirm / 

Discard 

Hypotheses

Design TH 

Hypotheses

Write EDR 

Hunt Queries

Analyze 

Alerts

Create Threat 

Landscapes

Triage / Deep 

Dives

Run Forensic 

Tools 

Analyze 

Artifacts 

Analyze 

Results
Reporting

CTI Team

TH Team

IR Team

How Forensicators & Hunters work today?
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Seach in many 

CTI sources for 

Actors & TTPs

Confirm / 

Discard 

Hypotheses

Design TH 

Hypotheses

Write EDR 

Hunt Queries

Analyze Alerts

Create Threat 

Landscapes

Triage / Deep 

Dives
Run Forensic 

Tools 
Analyze 

Artifacts 

Analyze 

Results
Reporting

(GenAI)

Role of the Human

Monitoring AI 

outputs

Check that the 

analysis is complete

Supervision. Refine 

AI responses

Critical thinking

New Threat Detection & Response Processes
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Demo #2
LLM-Agents: Cyber 
Threat Intelligence
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Demo #2: Cyber Threat Intelligence

Get Threat 
Actors from 

ETDA

Get top TTPs 
in 2024 from 
RedCanary

Correlate CTI 
Data Sources

Write custom 
CTI Reports 
from MITRE 

Write TH 
Hypothesis

API
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Demo #2: Setup LLM
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Demo #2: Setup Tools (1/4)

TOOL DESCRIPTION

TOOL CALLBACK

[ ETDA Tool ]
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TOOL DESCRIPTION

TOOL CALLBACK

Demo #2: Setup Tools (2/4)

[ TTPs Tool ]
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TOOL DESCRIPTION

TOOL CALLBACK

Demo #2: Setup Tools (3/4)
[ MITRE Tool ]
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TOOL DESCRIPTION

TOOL CALLBACK

Demo #2: Setup Tools (4/4)

[ THypothesis Tool ]
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Demo #2: Setup Agent
PUT IT ALL TOGETHER
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Demo #2: Agent PROMPT
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LLM-Agents: Cyber Threat Intelligence

https://www.youtube.com/@ds4n668/videos

Demo #2

https://www.youtube.com/@ds4n668/videos
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CTI - Demo (1/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

API
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CTI - Demo (2/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

API
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CTI - Demo (3/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

Observation : This is the list of the main threat actor

players in the financial sector in Switzerland [é].

API
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CTI - Demo (4/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

PI

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

Observation : This is the list of the main threat actor

players in the financial sector in Switzerland [é].

Action : I will search MITRE for the main TTPs of the threat

actors and contrast it with the main techniques and tools

used by the actors in 2024 [https://redcanary.com/threat-

detection-report/].

API
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CTI - Demo (5/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

Observation : This is the list of the main threat actor

players in the financial sector in Switzerland [é].

Action : I will search MITRE for the main TTPs of the threat

actors and contrast it with the main techniques and tools

used by the actors in 2024 [https://redcanary.com/threat-

detection-report/].

Observation : Here you will find a detailed cyber threat

report about major players and their TTPs tailored for your

environment [é].

API
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CTI - Demo (6/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

Observation : This is the list of the main threat actor

players in the financial sector in Switzerland [é].

Action : I will search MITRE for the main TTPs of the threat

actors and contrast it with the main techniques and tools

used by the actors in 2024 [https://redcanary.com/threat-

detection-report/].

Observation : Here you will find a detailed cyber threat

report about major players and their TTPs tailored for your

environment [é].

Action : I will use ChatGPT4 to write hunting hypotheses of

possible threats affecting your company. I will use the

previous CTI report and a list with the main features of your

environment.

API
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CTI - Demo (7/7)

LLM 

AGENT

LLM

CTI Tools & APIs

GenAI Output

Considering the current threat actors operating in my
region and the latest cyber intelligence reports,
create Threat Hunting hypotheses that I should
consider for my environment.

Internal / External 

CTI Sources

Action : First, I will get from ETDA the main threat actors

operating in Swiss & Financial sector.

Observation : This is the list of the main threat actor

players in the financial sector in Switzerland [é].

Action : I will search MITRE for the main TTPs of the threat

actors and contrast it with the main techniques and tools

used by the actors in 2024 [https://redcanary.com/threat-

detection-report/].

Observation : Here you will find a detailed cyber threat

report about major players and their TTPs tailored for your

environment [é].

Action : I will use ChatGPT4 to write hunting hypotheses of

possible threats affecting your company. I will use the

previous CTI report and a list with the main features of your

environment.

Observation : Following is a list of TH hypotheses you

should consider to identify potential threats in your

organization [é].

API

CREATE UNIQUE WORKFLOWS DEPENDING ON THE TASK
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CTI Team Transformation 

Monitor open-source (OSINT) sources

Correlate different CTI sources

Custom cyber threat intelligence reports

Create threat landscapes

Generate hunting hypotheses

Documentation

Monitor AI outputs

Verify information and check inconsistencies

Refine threat hypotheses

Supervise and guide AI workflows

Check if the analysis is complete

Critical thinking (add or remove data) 

GenAI

Analyst
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Demo #3:
LLM-Agents: Threat 

Hunting
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Demo #3: Threat Hunting

Search in 
Velociraptor  

Documentation

Create Hunts 
through 

Velociraptor  API

Search for 
anomalies with 

Security Copilot

Evaluate the 
Hypothesis  & 

Report 

Doc.
API

DS4N6 Security 

Copilot
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Demo #3: Setup LLM
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Demo #3: Setup Tools (1/3)

TOOL DESCRIPTION

TOOL CALLBACK

[ VelociDoc Tool ]
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Demo #3: Setup Tools (2/3)

TOOL DESCRIPTION

TOOL CALLBACK

[ Velociraptor Tool ]
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Demo #3: Setup Tools (3/3)

TOOL DESCRIPTION

TOOL CALLBACK

[ Copilot Tool ]
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Demo #3: Setup Agent
PUT IT ALL TOGETHER
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LLM-Agents: Threat Hunting

https://www.youtube.com/@ds4n668/videos

Demo #3

https://www.youtube.com/@ds4n668/videos
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TH - Demo (1/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (2/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (3/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (4/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (5/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (6/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Action : Since ps_readline.csv is too large, I will run this

Python script to remove common entries of PS scripts used by

your IT team for administration. Do you authorize the execution

of the following script? [é] (yes | no)

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (7/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Action : Since ps_readline.csv is too large, I will run this

Python script to remove common entries of PS scripts used by

your IT team for administration. Do you authorize the execution

of the following script? [é] (yes | no)

User : yes

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (8/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Action : Since ps_readline.csv is too large, I will run this

Python script to remove common entries of PS scripts used by

your IT team for administration. Do you authorize the execution

of the following script? [é] (yes | no)

User : yes

Observation : new_ps_readline.csv created successfully [é].

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (9/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Action : Since ps_readline.csv is too large, I will run this

Python script to remove common entries of PS scripts used by

your IT team for administration. Do you authorize the execution

of the following script? [é] (yes | no)

User : yes

Observation : new_ps_readline.csv created successfully [é].

Action : Now I can use Security Copilot tool for searching

encoded PowrShell scripts for download or install malware.
Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5
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TH - Demo (10/10)

LLM 

AGENT

LLM

TH Tools

GenAI Output

Hunt for threats based on the next hypothesis: A

malicious actor may attempt to use encoded

PowerShell scripts to download and install malware.

Action : First, I will check the Velociraptor documentation to get

the most suitable Velociraptor modules for this task.

Observation : To check the PowerShell activity, you could use

the Velociraptor module Windows.System.PowerShell.PSReadline

Action : Letôsstart creating a hunt with the module PSReadline

in Velociraptor. I will use the Velociraptor API.

Observation : New hunt created. The output of the module is

on: ./analysis/ps_readline.csv file [é].

Action : Since ps_readline.csv is too large, I will run this

Python script to remove common entries of PS scripts used by

your IT team for administration. Do you authorize the execution

of the following script? [é] (yes | no)

User : yes

Observation : new_ps_readline.csv created successfully [é].

Action : Now I can use Security Copilot tool for searching

encoded PowrShell scripts for download or install malware.

Observation : The initial hypothesis is confirmed. The user

óadm2ôexecuted the following encoded PS script [é].

Internal / External 

Data Sources

Forensic 
Knowledge

Doc.

APISecurity 

Copilot

GPT-3.5

CREATE UNIQUE WORKFLOWS DEPENDING ON THE TASK
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TH Team Transformation 

Write EDR/XDR queries, YARA rules

Automate hunting campaings

Guide TH tasks, suggest next steps

Monitoring logs & analyze alerts

Contextualize alerts for analysts

Documentation & reporting

Monitor AI outputs

Refine EDR/XDR queries

Supervise and guide AI workflows

Check if the analysis is complete

Monitor AI advanced capabilities (code execution)

GenAI

Analyst
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Demo #4:
LLM-Agents: DFIR
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Demo #4: DFIR

Search in 
Velociraptor  

Documentation

Create Hunts 
through 

Velociraptor  API

Search for 
Anomalies with 

Security Copilot

Ask Human  for 
Next Steps

Evaluate Results 
& Report

Doc.
API

DS4N6 Security 

Copilot

Human in 

the Loop
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Demo #4: Setup LLM
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Demo #4: Setup Tools (1/4)

TOOL DESCRIPTION

TOOL CALLBACK

[ VelociDoc Tool ]
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Demo #4: Setup Tools (2/4)

TOOL DESCRIPTION

TOOL CALLBACK

[ Copilot Tool ]


