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ICS Attacks H2 2022
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Incremento en LATAM
Ransomware Incidents by Continent ...

North America N
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" Middle
East

Casos de ransomwalen
aumentadoun 75%
en un soloano.

Australia

3

NA SEEU SATATAM

Referenciashttps://www.dragos.com/blog/ransomwarattack-analysisql1-2023/

(m) https://www.dragos.com/blog/ransomwar@attack-analysisql1-2023/ S M‘S 5
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En cifras: Vulnerabilidades
Reporte de CISA sobre vulnerabilidades ICS-2029:
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En cifras: OT e lloT

Lamigracion de landustriaa entornos Malwaredetectadoen
de lloT demuestra un incremento en la monitoreos

afectacion generada por malware. oo ~
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Referencia: https://icgert.kaspersky.com/publications/reports/2023/03/06/threlndscapeor-industriat

( m) automationsystemsstatisticsfor-h2-2022/ S
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¢ Quien es el enemigo?

7?% Cibercrime /

" Ransomware

mg Actores Gegoliticos

r"-? Hacktivismo
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La realidad en LATAM

PRODUCTS SERVICES SOLUTIONS RESOURCES COMPANY Q

Threat Groups We're Tracking

The Threat Group reports below are compiled by our expert practitioners to provide awareness about your threat landscape and evolving threats, so you can

create defensive plans to protect your ICS environments.

Industry v Locations e — RESET FILTERS

Locations
North America

Europe

|‘ Middle East
ey Asia

| Australia
Central Asia

ERYTHRITE KO|{ Africa NITE KAMACITE

North Africa
SINCE 2020 SINCE Ukraine 9 SINCE 2014

ERYTHRITE is an activity group that In March of 2021, the activity group Focused on physical destruction and Known to facilitate operations

MANY o

Referencia: https://www.dragos.com/threajroups/
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Actores ransomware

Incrementoen el numerode
Incidentesde Ransomware

Ataquesque utilizanphishing
comovectorinicialde acceso

Porcentaje de ataques de
Ransomware
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Tiempode media de urataquede

Ransomwalr@iesde el ataque inicial hasta Iz
reanudacion de la actividad normal

9,9

=

dias

4
El sector Industriadcupael TOP1
en ataquescon un23,2 %

Referencia : IBM-Force Threat Intelligence Index 20R2sumerejecutivo https://www.ibm.com/downloads/cas/3VANOMEA
Behind the Curtains of the Ransomware Econgifiye Victims and the Cybercriminals
https://research.checkpoint.com/2022/behirttie-curtainsof-the-ransomwareeconomythe-victimsand-the-cybercriminals/

efecuricy ) WWW.one-esecurity.com | wwwsans.org
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Cifras: RANSOMWARE

La media deostetotal es 7veces
mayor queel pagopor el rescate

' ExtortionDemand

Demanda media de rescate se sitlia €n Ngg:;ﬁ,t,z"
ZRSYGE torno al 2,82% de los ingresos anualgs  Ppaid
de la victima . Ransom

/ Keypointsof the financial

Ratio entre la demanda media de M FPecisotransomwareatiacks

extorsion y el pago medio de extorsion A

Losses

™
N\

Referencia : https://research.checkpoint.com/2022/behkine-curtainsof-the-ransomwareeconomy y
the-victimsand-the-cybercriminals/
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Cifras: Principales sectores
atacados
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_ 6.6% 15%
Manufacturing29% Retailandwholesalel1%
Professional andusinesservicesl3%  mensperation B o 51% °
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(m) Referencia: IBNbecurity Xorce  https://www.ibm.com/downloads/cas/ADLMYLAZ S M‘S 12
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Actores de Ransomware IT

3%

Xorist
3%
Ragnar Locker
3%

Mefilim
]

3%
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- TOP 3 ACTORES
g:ﬁpmmcker — e REVi(PinChySpideD 37%
Ryuk(Wizard Spider 13%
LockBit2.0 Lockbi) 7%

E::;P:Eitllj J ; éwﬁ
Referencia: IBNbecurity ¥-orce  https://www.ibm.com/downloads/cas/ADLMYLAZ
one) SANS =
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Actores de Ransomware OT

FIGURE 6: RANSOMWARE INCIDENTS BY SECTOR RANSOMWARE GROUP - 2022
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Referenciahttps://hub.dragos.com/hubfs/312earin-Review/2022/Dragos_ Yedn-ReviewReport
2022.pdf?hsLang=en
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TOP 3 ACTORES

LockBit 28%
Contt 9,63%

Black Basta 8,97%
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Victimas de Actores

Ransomware

BLEEPINGCOMPUTER

Home > News > Security

Bridgestone Americas confirms ransomware attack, LockBit leaks data

=

Bridgestone Americas confirms
ransomware attack, LockBit leaks
data

By lonut llascu

March 11,2022 04:28 PM 0

A cyberattack on Bridgestone Americas, one of the largest
manufacturers of tires in the world, has been claimed by
the LockBit ransomware gang.

(one)
e(ecurity

e\ EPM estamos ahi
y

A\ Informamos a nue: tes y usuarios que nuestras oficinas de

Debido a un incidente
de ciberseguridad

hemos tomado como medida
preventiva suspender la atencion
al cliente en oficinasy canales
virtuales hasta nuevo aviso.

Los servicios pblicos de energia
agua y gas no se veran afectados
por esta situacion.
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BLEEPINGCOMPUTER

Home > News > Security

> JBS paid $11 million to REvil ransomware, $22.5M first demanded

=3

JBS paid $11 million to REvil
ransomware, $22.5M first demanded

By Lawrence Abrams

June 10,2021

01:25 AM 1

Www.one-esecurity.com | wwwsans.org

DARKReading

Threat Intelligence | (0 7 reaD [FNEWS

Ryuk Ransomware Hit Multiple Oil
& Gas Facilities, ICS Security Expert
Says

Attackers ‘weaponized' Active Directory to spread the ransomware.

Kelly Jackson Higgins

Editor-in-Chief, Dark Reading
il Kl Ki K3 B8 R
5420 CONFERECE - Miami - More signs that the industrial contral
system (ICS) sector has become one of the latest favorite targets of
ransomwareattacksi The head of an operational technology (OT)

cybersecurity services firm says at least five organizations in the oil
and gas industry were recently hit by Ryuk.

VAN =

lanuary 23, 2020
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En cifras: Vectores de acceso

What were the initial attack vectors involved in your OT/control systems incidents?
Select all that apply.

oo I T allowed | -
threat(s) into OT/ICS network(s) o
oo o N i+
removable media g
éngineering workstation compromise [
Exploit of public-facing application | AR ;. 75
External remote services I
pata istorian compromise N

spearphishing attachment [ NN - = El compromiso dé€T para llegar a
Internet-accessible device _20.4% C)TeS el VECtOr de a.taque maS

Drive-by compromise | recurente segun los CISO y gerentes
u chain compromise _ .39 F g
Supply chain comp - de operaciones entrevistados

Unknown (sources were unidentified) - 6.1%
Wireless compromise - 41%
Other | 0.0%
0% 10% 20% 30% 40%

Referenciahttps://www.nozominetworks.com/downloads/US/SAIS8rvey20220TICSCybersecurifNozomi
(m) Networks.pdf S M_S 16
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Comprometiendo IT

Top initial access vectors 2022

Exploit public-facing application

Phishing - Spear phishing attachment

+++SANS Spanish  LAC Cybersecurity

. 0% |

Phishing - Spear phishing link

@ 11%
External remote services . 12%
Valid accounts - Local
. 7%
Valid accounts - Domain
® 5%
Hardware additions
. 3%

Valid accounts - Default

® 2%
Phishing - Spear phishing via service . 204
Valid accounts - Cloud

. 2%

Figure 1: Top initial access vectors X-Force observed in 2022. Source: X-Force

(one)
e(ecurity

® 2%

7 100]
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Compromiso de IT que
permite atacar OT

La principal amenaza en IT es
el Phishing

MANS

|
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Ransomware desde
un Phishing

pay for unlock

0

e (ecuri ty
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A

Correo de un exempleado

con factura en PDF adjunto
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Ransomware desde

un Phishing
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A

Primer alerta del AV
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Ransomware desde
un Phishing

2\ A

S

pay for unlock

5
y &
-
N N

Segundaalerta del AV
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Ransomware desde
un Phishing

A

S

pay for unlock
-

23
90 (-

-

y N

Ransomware activo
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Ransomware desde
un Phishing

Cifrado de informacion critica

Backup al dia siguiente,
realizouna copia de la
informacion encriptada.

Recuperaciomanual forzada
de la informacion.

MNY =
Www.one-esecurity.com | wwwsans.org
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Anarecibidun correo Decidioverlo en el Infectandolocon
en su cuenta personal computador de la oficina Emotet
(” E 23
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Anapide que le instalen  El administrador deja Los delincuentes tienen
un nuevo software las credenciales la clave del servidor

(one)

e(ecurity
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Ahora se mueven por Tienen acceso al RDP Detecta sistemas de contr
la red contrickbot de la red industrial

(one)

efecurity
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&

PLC/field
evice segment

________________________________

e e A o e e

_ Sstemasde controlcifrados
DespliegdRyuk
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La realidad en ICS: Retos

Infographic: Key Findings FZ:RTINET
People
2N\ 33% of organizations = 67% of OT security 43% of
entrust OT security r(‘_"’“n leaders come from respondents have
to the VP/directorof = == an OT engineering security-incident
network engineering/ background response time as a
operations top-three success
measurement
Security Posture
H 56% of organizations OT 50% say the OT [\ 13% of organizations
E E report being at level security posture is a (CHL) have centralized
O™ 3 0orlevel 4 of OT significant factor in visibility of all
security maturity the overall risk score OT activities
Security Practices
48% report security GE 32% have deployed (1] | 52% say all OT
compromises =1 role-based network [—=W,7] activities are
to executive access control monitored and
management tracked by the SOC
Security Outcomes
93% of organizations 61% of intrusions 90% of intrusions
had 1+ intrusions = impacted OT required hours or
in the past year; systems longer to restore

78% had 3+ service

( efecurity ) WWW.one-esecurity.com | wwwsans.org
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Falta depreparaciondel personal.
Falta de plan deespuesta
Falta denivelde madurez

Falta demedidasenfocadasa la
ciberseguridad

Sistemay protocolosheredados

VAN =
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Sistema de control demcendios
de unacentral nucleadejade
funcionar

Vector de entrada &ravésde
Phishing.

Panel de

u
g~
©
l Control
\g

Riesgalto deseguridadpara la
poblacion yel entorno.

eeeeeeeeeeee
ccccc
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g

La falsa confianza en Air Gap

WebAccess

Brower 3ased HMUSCADA Software

¢Alternativa alAir Gap?

A Cargar archivos en una unidad USRB, Stuxnet?

A Ponerlo todo en un portatib &Y si el portatil est:
Infectado?

. A Una linea serie y un médem ¢Slamme?

s A Asistencia remota> Accesos no empresariales

VANN =
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Saltando el Air Gap

IT| & LD

DMz e
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|:|7

RDP Station ENG. WORKSTATION

Trilog.exe

Process
Control
Network

SIS
Network

Station

=l

Engmeermg
Station

|p|:2 Physical

IPE1 P
rocess
I- | RN
———————
| | Sensorsand |
| Actuators |
L T e

Engineering

| G = 4 O

SIS Controllers 2
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TriStation protocol

Trlton comprometiola

red de safety de la red.
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Falta deaccesade los
abonadosal serviciode
energia

Danoreputaciona)
econdmicay humano
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Evolucion de Ciberseguridad

Passive Defense [ Active Defense
I
ICS Supplier or Part-time Full-gime Full-time
Cyber Service Plant ICS Plant'ICS ICS Cyber
Provider Staff Stalff Operations Group

emaent Solutions
|

I
— I
_8 1 Threat
9 SIEM, Intelligence,
= App I  Anomaly & Incident Mgmt
- DMZs, Whitelisti [ SICECE Y
o Physical Securit i diry Detecti
y— ysie il - Firewalls, Zone Firewalls, it
(@) Security Practices, ynidirectional Device Eirewalls
D Access Control Gateways, | Monitor
{:ﬁ Asset Inventory, Anti-Malware .
—! Device Hardening, Contain

Device Mgmt

| Defend

Secure

(om) Program Maturity SM‘S 32
e_(ecur'ity
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Ciberejercicios

A Validacion de estado.
A Pruebas de Auditoria.
A Concienciacion

A Entrenamiento de
respuesta.

(one)
e(ecurity
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e |
DISRUPT
CONTROLLERS

TO SHUTDOWN
OPERATIONS

SCENARIO 2

REPROGRAM
CONTROLLERS

TO SABOTAGE
INDUSTRIAL |
PROCESSES

SCENARIO 3 ‘

DISABLE SAFETY
CONTROLLERS
TO CAUSE
PHYSICAL

DESTRUCTION

The attacker leverages OMSHELL and/or CODECALL to crash PLCs, disrupt their
performance, or otherwise impact their availability.

Combining process manipulations with asset disruption can signal an adversary's
cyber attack capabilities, while minimizing the costly investment of studying

a control system to develop a tailored cyber physical impact. The loss of availability
of critical PLCs would require the impacted facility to shut down operations, resulting
in delayed production, financial losses, and complex facility start up procedures.

The attacker reprograms or sends unauthorized commands to PLCs to alter the
physical behavior of field devices and physical actuators, such as motors and pumps.

Depending on the nature of the victim facility and process manipulation, the change
in controller behavior could result in defective products or malfunctioning machine
behavior for a prolonged period.

The attacker disables PLCs responsible for safety functions, such as the Omron
NX-SL3300, and subsequently reprograms or disrupts other ICS assets to cause
physical destruction to the industrial machinery.

The loss of safety protection could allow the process to enter an unsafe state either
naturally or through the attacker's manipulation of the process. This could cause
impacts to human safety, the environment, or damage to equipment, depending

on the physical constraints of the process and the facility design.

MANDIANT

Referenciahttps://www.mandiant.com/resources/blog/incontrollestate-sponsoredcstool
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